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Mandalay Bay Hotel
Shots were fired
from the 32nd floor

Radiolagical
mical ttack sttack - threst

SECURITY MEASURES AND ACTION OPTIONS - TO BE CONSIDERED FOR EACH TYPE of SCENARIO

probability: | -
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consequence: |

-m-h/

APPROACH TO EVENT VENUE

3. of special sniper units and other rapid response force. Deploy mobile patrols using unpredictable patterns. Place First

4. PROTECT. Placement of movable barriers to shelter the view of the public areas.

vehicles and teams.

lacement of concrete barriers to mitigate against vehicle threats
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i e = mm= = e o~ - == > VACis an element of the Risk Assessment
: Process

. G | > Individual tool for aid in assessment of different
Fire L S i L soft targets by operators
- f EU Aide

DRONE CRASHES
INTO CROWD

> Notan APP! Yet....

Memoire

> Graphical illustrations and ideas how to identify
and measure vulnerabilities

> Full range of different threats and mitigation
measures

> Concepts of the checklist were tested during
NATO Security Summit and other Public Events
2017, 2018 and 2019. Distributed in April 2019.
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Training

Excel Format - Paper and Laptop not most practical
Tablet excel version more useful

EU Training on use of checklist is required




EU Vulnerablllty Assessment Checklist Support
B Existing national pre-assessment activities (conducted
prior to event as part of National standards)

* National threat assessment review
S0 « Approach to venue

y * Entryareas

« Within the arena
« Exit areas
« Authorized Vehicles staging areas

 Transportatiop.connection points
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have there been any activities recorded/or reported by either the venue operator or other parties (tenants or users or general public) which appeared suspicious by nature and which have been reported
either internally or to public authorities ? Have any public authorities investigations been carried out in respect of such reports ?

have there been any activities near any/or connected to any areas which are being subject of the the assessment (any areas such as approach, arrival at venue, venue itselt)¢ Can you identity more critical
hot zones that are of concern ?
Have there been any attempts or activities to test the security measures, either accidental or appeared made on purpose ?

Have there been any threats made against any of the operator or the parts/areas (ex. public garage used by the shopping mall or metra) ?

Have there been any attempts to survail any of the activities of the target venue that could be survailed by UAV or other types of physical or electronic survailance ?

Have there been any labour associated actions that may cause the target venue be subject of a hostile action (change of security companies or maintenance or other labour disputes)?

Are there any procedures that would allow detection of hostile survailance at the target venue or areas outside which may be proned to a possible attack ?

Have there been reports of hoax events that may have prompted deployment of crisis responce or security measures ?

Are there any known points near the critical person movement areas where know terrorist operatives or radicalised individuals are present ?

Are you aware if the venue operator includes presence of individuals or entities representing a higher risk and which for that reason may be targeted (ex. shops associated with US or other high(er) risk
countries ?

Are there any areas which may be more exposed due to organised crime ?

What type of electronic survailance and alert mechanism exist to monitor the hot zones ? Are these tools effective enough to allow for live identification of potential threats or post incident investigations
?

What types of temporary electronic (ex. UAV survailance ) or physical survailance could be effective (ex. human posting etc?)

What types of awereness and alert mechanism exist that could identify potential threat (ex. human reporting, electronic apps, alarm mechanisms ?)

This document is EU Classified when forms are answered and completed.
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Vehicle as Weapon
Attack (VWA}- use of
vehicle as a weapon by
ramming large crowds

Explosives - Carriedor Explosives - Person
(1ED)- borne (PBIED) -
left/concealed in objects or explosives concealed on
goods (based on home-  'a person (suicide or
made or commercial explo) ;carrier)

Legend

Moderate

an attack is
possible, but not
likely

@‘“"‘e

E levated

\\\05

VBIED (explosives) - UAVIED (drone) as {Chemical attack - Biological attack - threat :Radiological attack -
pl apon/drone borne  :threat object concealed | object concealed in threat object

inside a vehicle (or its 'CBRNE threats carried goods or carried goods or carried items  iconcealed in goods or

cargo) and delivered by a UAV [items carried items

\(a“O“

Crlllcal

This document is EU Classified when forms are answered and completed.
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Past Threats and Attack Modes lllustrations

:—."— aery
tor handang of dasstied information.

Fire Arms attack (FAA) iBladed Weapon attack (BWA) Vehicle as Weapon Attack (VWA) Explosives - Carried or concealed (IED)  :Explosives - Person borne (PBIED) {Explosives - Vehicle borne (VB-IED)
Fire Arms attack (FAA) -small caliber pistol or Bladed Weapon attack (BWA) - knifes, machete, Vehicle as Weapon Attack (VWA)- use of asa :Explosh Carried {IED)- Pe b (PBIED) - exp VBIED explosh insid
semiffull-automatic rifle (eg AK47) other sharp and blunt objects ‘weapon by ramming large crowds leftfconcealed in objects or goods {based on home-  iconcealed on a person (suicide or carrier) vehicle (or its cargo)

: :made or commercial exolo}

Germany knife attack: 1 killed, 4 injured

Migration and
Home Affairs
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AMBULANCE WITH SUSPECTED
EXPLOSIVES TOWED AWAY
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Public access areas used for parking or gathering
places with connection to local transport which result
in medium-large concentration of public

SUB-SET OF QUESTIONS

Are any roads that lead to the entry of the Main
Event Site (ex. between the parking lot and the
site) that may offer more exposure to sudden
attacks. Is pedastrian traffic forced to pass a tunnel
or other confided spaces while traversing from the
parking or transport connection points (required to
take a shuttle or metro connection etc) before
arrving at the main event venue (ex. shopping mall,
hotel, sport stadium, train etc)

[Flow Points.Could the parking area due to
lthe density and proximity of cars become a
[safety hazard to the public if the fire would
lbe started intentionally ? Could the parking
layout forcing pedestrians into narrow lanes.
lbe used to aid an attack and result in many
lvictims. Could the pedestrians evade any
lattacks by use of vehicles by hiding between

lthe parked vehicles or is the space between

?

Considerations and impact
(PPSM - Persons Per Square Meter)
Timing of Activity and Impact

Applicable Crowd Density Level
2-3-4-5 (circle)

Crowd danany 1o and )
L] ﬂv

mn%ﬁ

Does the public road system or facility (ex.parking
lot or parking garage) give access/lead to other
| event activity areas other then the main event (ex.
ad]ecem musem, restaurants, hotel, shoppmgmall
tc) where medium-l;
of public occur. What are the times when the
increased number of public is present (predictable
or unpredicable?)

Migration and
Home Affairs

Transport facilities. Could transport parking.
and other faciltes be used to launch attacks.
against public utilsing such areas when the
crowd concentration indexis high ?

Public transport. If public transport system is
closely supporting the public access to the
main site, could attack on a such public
transport seriously impact on the operation

Applicable Crowd Density Level
2-3-4-5 (circle)

Applicable Crowd Density Level
2-3-4-5 (circle)

Crowd densty (2pm’ and Sp’ )

ILLUSTRATIONS EXAMPLES

pistol or semiffull-  knifes, machete, ‘of vehicle a
AXa7) objects ramming la
crowds.

Probabilly.
Lowegu
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content

UAV Risk Assessment Matrix - TRANSPORT

This UAV assessment matrix has been developed by European Commission (DG HOME) as part of 2017 EU Action Plan to Enhance Protection
Public Spaces which includes emerging threats such as UAV. This document contains information aimed to build awareness of UAV capabilities and
under no circumstances can information or instructions in this document be considered to replace Member States National authority national security
measures dealing with UAV threats. This information s a part of the EU Vulnerability Assessment
Check List on protection of public spaces.

Type: MICRO guadcopter unmodified (below 300 g1) 2 M INI quadcopter modified Type: Fuied wing unmodified : Fi Type: XXCOPTER unmodified Type: XX(-COPTER modified
Uit copacly: WA (except UAV i) : Max1kg? iy Eotataiproark huge ety msiriots Uftcopacty: Explasivpyrotechic charge (max _ Ljtcopocly: Explosive/pyrotechnic Ut capachy: Explosivepyrotechnic
Ronge fenduranee: 00-500 meterf10-20 min »..../._m Upt0 13000 meter/ max  (max 1000gr), chemical substances {max 1000 Range/endurance: approx. 1000 km/24hours 2000 gr), chemical substances (max 2000 grf500  eharge (max 4000 gr), chemical charge (max 20kg), chemical substances
/300 mi) etc. m(mlﬂllv[ 1, ete. [max201), etc.
n-'[m-'m- Upto 13000 meter/ max V2 Range endurance: 100

UAV type and specifications

B

Home Affairs
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content
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'We're watching you' ISIS
tells Brit jihadis to use
Google Earth to plot deadly
attacks
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content

Hostile Surveilance Review

Question
Number

Pre-Assessment Questions

Hostile survailance can take many forms and means and can threat not only the event but also the critical phases linked with the event (tranport of persons to venue), therefore hoostile survilance should be
investigated in any area associated with the event or site (ex. parking garage, transportation points, entry and exit points to the venue, event venue itself, vendors and suppliers operating in the venue etc)

Detecting any etftorts to carry out hostile survailance may be much more ditticult in view of the available information on the social media and interent. Use of UAV can aid to recontirm certain physical data
which could be obtained from the internet site like "street view" and others sites

Have you verified which data concerning your facility (target) is available in the mainstream internet sources and if the media is current and up to date (it shows generally what is the present layout or
conditions)

Can you (if not already in place) establish a hostile survailance awareness and reporting programme with the entities along the route or in the main event area to aid the authorities in mapping potential hostile
survailance attempts.

Have there been any attempts to survail any of the activities of the target venue that could be survailed by UAV or other types of physical or electronic survailance ?

Can you sweep the area for any webcams that may be present in the area using foot patrols or UAV monitoring ?

Are there any CCTV systems that can be hacked and become available to the perpertrator

Hostile survailance can be performed by other individuals than the perpertrator, have there been cases that the individuals have conducted themselves in a suspicious manner ?

Can you establish before the event a hotline for reporting of suspicious survailance ?

What types of awereness and alert mechanism exist that could identify potential threat (ex. human reporting, electronic apps, alarm mechanisms ?)

Hostile Surveillance

Home Affairs
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. Self-assessments rarely provide the necessary insight into how well security measures are
implemented inside the stadium.

. Every operator should establish own quality control programme which should objectively
monitor implementation of the established operator security programme.

- Therefore, before and during a special event, quality control measures are being monitored
according to a defined process and scope.

. Special quality control teams (red-teams) should be established consisting of law
enforcement and operator security staff tasked with verification of the security measures in
an unbiased manner.

Operations should be randomly deployed and measure compliance with procedures
before, during and after the event is concluded(during patrons leaving the event)

The testing of the security measures should be carried out according to agreed principles,
be objective and proportional. Any quality control measures must be carried out by
experienced and properly trained staff on carrying out such quality control activities.

Quiality control manual procedures should ensure that retrieval of all quality control items
used must be ensured. All quality control activities should assure recording of the qu%li;ty

control process.
Home Affairs
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Lead Question

Sub-Lead

1
/ 1

.I'IIIIIIIIIIIIIIIIIIIII

Are any roads that lead to the entry ot the Main .Flmu Points.Could the parking area due to
Event Site (ex. between the parking lot and the _the density and proximity of cars become a
site) that may offer more exposure to sudden  gsafety hazard to the public if the fire would
attacks. Is pedastrian traffic forced to pass a tunnehI e Rl B OB pedin
= 2 layout forcing pedestrians into narrow lanes

or other confided spaces while traversing from thq)e aedit ol an Atk e lcesurt o ey
parking or transport connection points (required td® ;i could the pedestrians evade any
take a shuttle or metro connection etc) before Mttacks by use of vehicles by hiding between
arrving at the main event venue (ex. shopping mall®the parked vehicles or is the space b

—— r.Crowd |
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lllustrations

densit

sennabanns

density (2pm* and Spm? )

Kings Plaza
Fire

hotel, sport stadium, train etc) :cars not sufficient for a large crowd ?

Does the public road system or facility (ex.parking

lot or parking garage) give access/lead to other
event activity areas other then the main event (ex. Transport facilities. Could transport parking
adjecent musem, restaurants, hotel, shoppingmall, and other facilities be used to launch attacks
railstation etc) where medium-large concentration against public utilising such areas when the

of public occur. What are the times when the ~ crowd concentration index s high ?
increased number of public is present (predictable

or unpredicable?)

Applicable Crowd Density Level

2-3-4-5 (circle)

Crowd density (2pm* and Spm* )

5 peopie per square metre
Crowd cannot move freely
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class |
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Safeguards
Low - Medium - High

Consequence:
Low - Medium - High

Probability:
Low- High

Safeguards
Low - Medium - High

Consequence:
Low - Medium - High
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Public access areas used for parking or gathering
places with connection to local transport which result  SUB-SET OF QUESTIONS
in medium-large concentration of public

Are any roads that lead to the entry of the Main |Flow Points.Could the parking area due to
Event Site (ex. between the parking lot and the [the density and proximity of cars become a
site) that may offer more exposure to sudden  [*3ety hazard to the public if the fire would
attacks. Is pedastrian traffic forced to pass a tunnel oe mr:-d hm‘”""; % C:““ G p':::
or ot.her confided spaces whl_le traYersing @m the :‘:’Lo‘mm’tn;m many
parking or transport connection points (required to | o could the pedestrians. evade any
take a shuttle or metro connection etc) before |attacks by use of vehicles by hiding between
arrving at the main event venue (ex. shopping mall, fthe parked vehicles or is the space between
hotel, sport stadium, train etc) ?

CROWD DENSITY

Considerations and impact
(PPSM - Persons Per Square Meter)
Timing of Activity and Impact

Applicable Crowd Density Level
2-3-4-5 (circle)

Crowd denaity (zpm and Spen’ )

e

Pﬂ)‘

Does the public road system or facility (ex.parking
lot or parking garage) give access/lead to other
event activity areas other then the main event (ex. Transport facilities. Could transport parking
adjecent musem, restaurants, hotel, shoppingmall, and other facilities be used to launch attacks
i ion etc) where medi B ion against public utilising such areas when the
of public occur. What are the times whenthe  crowd concentration index s high ?
increased number of public is present (predictable
or unpredicable?)

Public transport. If public transport system is
closely supporting the public access to the
main site, could attack on a such public
transport seriously impact on the operation

boa e 759389
e e pernet s ety e
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2-3-4-5 (circle)
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CROWD DENSITY
Re==s gathering Considerations and impact
- whchresut  SUB-SET OF QUESTIONS . (™0 o e
in medium-large concentration of public Timing of Activity and Impact
¢"NENEEEEEEEEEEEEEEEN,
» Applicable Crowd Density Level

i N X
Flow Points Could the parking ares duato | 2-3-4-5 (circle
Bl Areany roads that lead to the entry of the Main | .. jensity and proximity of cars become | [l ( )
™ EventSite {ex. between the parking lotand the site} | 4 safety harard to the public i the fire|
that may offer more exposure to sudden attacks. Is | would be started intentionally ? Could the | s iy s a0y
pedastrian traffic forced to pass a tunnel orother | parking fmyout forcing pedestrians into h [ mw
[ confided spaces while traversing from the parking or |nafrow lanes be used to aid an sttack and | = e E@
.transponoonnectionpomts(requiredtotakeashmﬂe {result in many victims. Could the) 1 i ﬂg“ J
or metro connection etc} before anving at the main | Pedestrians evade any sttacks by use off (R PR ?gg;mﬂ
B eventvenue {ex. shopping mall, hotel, sport stadium, |¥ehicks by hiding between the parked | 5%y  F&7 "oad 129 78y
V | vehicles or & the space betwesn cars not | 1 b par somere move
n train etc) = | Corwad connes mmawe Pasly
sufficent for a targe crowd ?
Bl
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2-3-4-5 (circle)

Does the public road system or facility {ex.parking lot |
or parking garage) give access/lead to other event MM facilities. Could m‘w Crowd denaity (25" and Sp' )
activity areas other then the main event {ex. adjecent parking and other faciities be used to = =
musem, restaurants, hotel, shoppingmall, railstation | lsunch sttacks agsinst public utising —
etc) where medium-large concentration of public | $tch aress when the crowd concentration =
| occur. What are the times when the increased number idex s high 2 ==
of public is present {predictable or unpredicable?) o i
1 Pown g syumn m———e
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iFire Arms attack iBaded Weapon attackiVehidie 3s Weapon  :Explasives - Carried ¢
HFAR) sl ciliber  (BWA) - knides, iAttack (WA} use of iconcealed JED)
ipistol or semhll.  imachete, other sharp ivehide a5 2 weapon  ileft/concealed in

ILLUSTRATIONS EXAMPLES  iswomticrdeeg  iandbuntobjects by rammieglarge  iobjects or goods
iaxaT) s
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21:58 London Bridge
Multiple injuries and fatalities
as van driven southbound
into pedestrians

e i
c. 21:59 Borough High Street
Van crashes, occupants exit

armed with knives and head for
Borough Market and Stoney Street

C. 22:00-22:15 Stoney Street
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Attackers stab multiple people
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Joint Vulnerability Assessment of the Sonae SiefraStiopping Mall, Lisbon PT 13-15 November 2019

1. To prepare for Christmas 2019 activities Mega
Shopping Mall in Lisbon was subject to joint
vulnerability assessment

2. "EU vulnerability assessment checklist’(EUVAC)
was used by the Security Management of Sonae
Sierra, Securitas together with GNR
Gandermerie and HOME to test how the private
and public operators can perform the
assessments.

3. Risk Assessment Process was carried out and
different threats were identified.

4. The field use of the EU checklist was used
successfully and the users found exercise a
valuable lessons before conducting future
assessments. The use of the checklist allowed
the Sonae security management to pinpoint
several vulnerabilitiegaihichasiere corrected
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EU Vulnerability Assessment "Untold” Musical Event ( RQ)

EU visit and Counter Terrorism support covered theoretical and practical elements.

1.

EU presentations on use the "EU vulnerability assessment checklist’(EUVAC) were
presented to all the authorities involved in the planning of the event

Evaluation and use of the EUVAC took place of the SRl and HOME

SRl and DG HOME designed a fictitious Assault Plan and tested the planned security
measures

Field visits were carried out during the planning of the security measures and were
verified during the field implementation.

Following the field visit by SRI and HOME and the use of the EU checklist, rectification
suggestions were identified to amend and introduced additional security measures and
provided to the other security services and planners

100% of the EU (HOME) recommendations were implemented.
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Users — Lessons Learned - Challenges

. EUVAC caters to most situations and event types. It highlights the different risk and
situations that could impact on security

. Itis a living document subject to continues amendments

. The "EU vulnerability assessment checklist” has been used in different events ranging
from EU Political Summits, Cultural and sport events, critical infrastructures and other
targets.

. Interpretation of the threats and impacts on events or targets is not always interpreted
the same by all parties

. The tool needs training on its use

. The tool has some limitation due to the amount of information stored — most practical in
tablet application format

- e
£

" , After Assessment "
. Local authorities and actors are crucial end-user of such products o
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Threats Vulnerability Likelihood Consegquence
\dentify the |dentify the yulnerability 1dentify the tikelihood Estimate the
means and of operations {not of the threat oecurming economic, political,
method of attacks res) human and
psychalogical impact

Assessment of current measures
ures. Consider the implamsn\aﬁur\ of existing

Conpiter the adequacy and e “appropriataness of exsbng mess
sal

fequards
sures in place were ‘ot capable of detecting Tiguid Buplosives.

Ex. 2006 Liquid plot, mea:

Vulnerabilities - Residual Risks
Vuinerabilties; induding limiation of effectiveness of cerain relevant requirements (8x. techrioiogy Vinitations), 12k oF
smplementation, lack of ot ineffactive compiiance “monitoricg. Insider threat and othar factors

Recommendations of Mmgatmn]Cnunter Measures

Measures 1o mitigate the. hreat and rek and which inchude certain ik an:wkanuahulsranr.s mpact of the pmpaiad

counted measures should atso be measured 0 ensure that the tnrrorist goal 10 ex. damage e economy i$ not
indiracily achieved by the proposed measures
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