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Where Can I Use the EU VAC tool
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Analysis of the detected vulnerabilities
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➢ VAC is an element of the Risk Assessment 

Process

➢ Individual tool for aid in assessment of different 

soft targets by operators

➢ Not an APP ! Yet….

➢ Graphical illustrations and ideas how to identify 

and measure vulnerabilities

➢ Full range of different threats and mitigation 

measures

➢ Concepts of the checklist were tested during 

NATO Security Summit and other Public Events 

2017, 2018 and 2019. Distributed in April 2019.

EU Aide Memoire - EU Vulnerability Assessment Checklist

EU Aide 

Memoire
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Training

Excel Format - Paper and Laptop version not most practical 

Tablet excel version more useful

EU Training on use of checklist is required 
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• Existing national pre-assessment activities (conducted 

prior to event as part of National standards)

• National threat assessment review

• Approach to venue

• Entry areas 

• Within the arena

• Exit areas

• Authorized Vehicles staging areas 

• Transportation connection points

EU Vulnerability Assessment Checklist Support
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EU Vulnerability Assessment Checklist – Content
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content
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EU Vulnerability Assessment Checklist Support- Threat Cases
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content

12



Migration and 

Home Affairs
Migration and 

Home Affairs

13

EU Vulnerability Assessment Checklist Support
EU Aide Memoire - EU Vulnerability Assessment Checklist - Content
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Mitigation - Hostile Surveillance

UNCLASSIFIED – FOR OFFICIAL USE ONLY
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content



Migration and 

Home Affairs
Migration and 

Home Affairs

Hostile Surveillance
UNCLASSIFIED – FOR OFFICIAL USE ONLY
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content
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• Some Webcams offer more than 2 year history review ! 

• What vulnerability does this create ?

EU Aide Memoire - EU Vulnerability Assessment Checklist – Hostile Svlce
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Internal and External Quality Control - Red teams Operations

Self-assessments rarely provide the necessary insight into how well security measures are 

implemented inside the stadium. 

Every operator should establish own quality control programme which should objectively 

monitor implementation of the established operator security programme.

Therefore, before and during a special event, quality control measures are being monitored 

according to a defined process and scope. 

Special quality control teams (red-teams) should be established consisting of law 

enforcement and operator security staff tasked with verification of the security measures in 

an unbiased manner.

Operations should be randomly deployed and measure compliance with procedures 

before, during and after the event is concluded(during patrons leaving the event)

The testing of the security measures should be carried out according to agreed principles, 

be objective and proportional. Any quality control measures must be carried out by 

experienced and properly trained staff on carrying out such quality control activities.

Quality control manual procedures should ensure that retrieval of all quality control items 

used must be ensured. All quality control activities should assure recording of the quality 

control process.
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EU VAC Resource – How to Use it ??
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content
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EU Aide Memoire - EU Vulnerability Assessment Checklist - Content
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Actual Exercise Simulation Aid Memoire - EU Vulnerability Assessment
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Actual Exercise Simulation Aid Memoire - EU Vulnerability Assessment
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EU Aid Memoire - EU Vulnerability Assessment Checklist - Content
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1. To prepare for Christmas 2019 activities Mega 

Shopping Mall in Lisbon was subject to joint 

vulnerability assessment  

2. "EU vulnerability assessment checklist”(EUVAC) 

was used by the Security Management of Sonae 

Sierra, Securitas together with GNR 

Gandermerie and HOME to test how the private 

and public operators can perform the 

assessments.

3. Risk Assessment Process was carried out and 

different threats were identified.

4. The field use of the EU checklist was used 

successfully and the users found exercise a 

valuable lessons before conducting future 

assessments. The use of the checklist allowed 

the Sonae security management to pinpoint 

several vulnerabilities which were corrected

Joint Vulnerability Assessment of the Sonae Sierra Shopping Mall, Lisbon PT 13-15 November 2019
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EU visit and Counter Terrorism support covered theoretical and practical elements.

1. EU presentations on use the "EU vulnerability assessment checklist”(EUVAC) were 

presented to all the authorities involved in the planning of the event

2. Evaluation and use of the EUVAC took place of the SRI and HOME

3. SRI and DG HOME designed a fictitious Assault Plan and tested the planned security 

measures

4. Field visits were carried out during the planning of the security measures and were 

verified during the field implementation.

5. Following the field visit by SRI and HOME and the use of the EU checklist, rectification 

suggestions were identified to amend and introduced additional security measures and 

provided to the other security services and planners 

6. 100% of the EU (HOME) recommendations were implemented. 
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EU Vulnerability Assessment "Untold"  Musical Event (RO)

After Assessment
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1. EUVAC caters to most situations and event types. It highlights the different risk and 

situations that could impact on security

2. It is a living document subject to continues amendments

3. The "EU vulnerability assessment checklist” has been used in different events ranging 

from EU Political Summits, Cultural and sport events, critical infrastructures and other 

targets.

4. Interpretation of the threats and impacts on events or targets is not always interpreted 

the same by all parties

5. The tool needs training on its use

6. The tool has some limitation due to the amount of information stored – most practical in 

tablet application format

7. Local authorities and actors are crucial end-user of such products 
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After Assessment

Users – Lessons Learned - Challenges
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